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A.

EFS Front-End (Web) Client Setup Procedure

Release 1.8

Install FE(Web) Client on each EFS PC

Install Adobe® Acrobat® software, as per instructions in the Acrobat Setup CD.

Note:

Adobe Acrobat (not Adobe® Reader®) software is required on each FE PC in which court documents and
replies (PDF files) are generated/viewed, or draft submissions to Court are prepared. As at October 2006,
the EFS document standard requires Adobe Acrobat Version 7 (Standard Edition).

Download and install Sun Microsystems Java Runtime Environment (Sun JRE)

a) download and install Sun JRE from http://java.com/
b) download and install the EFS Front-End (Web) Sun JRE Patch client. At the end of
the installation, please verify your Sun JRE as prompted by the installer

NOTE: If you're an existing user with MSJVM installed, you've an option to continue using
Microsoft Java Virtual Machine (MSJVM) and skip this step. However, you are
recommended to use Sun JRE since MSJVM support will end officially on 31 December 2007.
For more information, please refer to this.

Download and install FE (Web) Client Setup Rel 1.8 (Full Install) onto your FE(Web) PC.

Note:
For all EFS software downloads, visit EFS Download page at http://info.efs.com.sg/Downloads.htm. Right-
click on a required file, and select Save Target As. Then, enter a local folder to save the file.

During the installation, you will be asked to provide the following:

. Software Registration Serial No. (found in the EFS Registration Notification from CrimsonLogic)
L] Disk Drive where temporary files will be generated during the FE(Web) processing

Please contact CrimsonLogic Call Centre at 6887-7888 should you require any assistance for this.

If you're using Windows XP SP 2, download and install the following:
a. FE (Web) Patch for Windows XP-SP2

Next, configure your Internet Explorer browser settings as described below.

Configure Internet Explorer Browser Settings (for Internet Explorer
6.0 and 7.0)

General settings

(1) Select Tools - Internet Options - [General] tab.

(2) [Optional] Enter https://www.efs.com.sg/ in Home page Address box.
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http://java.com/
http://info.efs.com.sg/feclient/FEJRE_1.exe
http://www.microsoft.com/mscorp/java/
http://info.efs.com.sg/Downloads.htm

Internet Options

2

https: A v efs.com. 29/

(3) Click Settings... button in the Temporary Internet files group.

(4) In Check for newer versions of stored pages, select Every visit to the page option and click OK.

(5) Click OK in Internet Options window.
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B. Security settings

(1) Select Tools = Internet Options - [Security] tab. Then, click Trusted Sites - Sites..

Internet Options [ x|

General Security | Eontentl Connection&l Programs' .-’-\dvan-:edl
Select a'web content zone to specify it security settings.

[~ Al
= 0 @

Internet Local intranet Restricted
sites

Trusted sites

This zone contains Web sites that you Sites. .. |
trust not bo damage your computer or —

data.

— Security level for thiz zone

Cuztom
Cusztam settings.
- To change the settingz, click Cuztom Lewel.
- To use the recommended settings. click Default Level.

Custonn Level... | Drefault Lewvel |

QK I Cancel | Spply |

(2) Clear the checkbox for the Require server verification (https:)... option
Enter https://www.efs.com.sg in Add this Web site to the zone: box and click Add.
Next, enter http://www.efs.com.sg in the same box and click Add. Then click OK.

Trusted sites EHE

You can add and remove Web sites from thiz zone. Al web sites
if thiz zohe will uze the zone's securnity zettings.

add thiz Web site to the zone;

Wieh sites:

Add
https: /v efz.com, gg Eemawe I
hittp: A, b com. zg

™ Require server verification (https:) for all sites in thiz zone

ak Cancel
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(3) Still under Trusted sites zone, click Custom Level...

(4) Select Enable for all sub-options under ActiveX controls and plug-ins

Security Settings |

Settings:

@ Activer controlz and plug-ing ﬂ

@ Download signed Active: contrals
O Dizable
o
O Prompt

@ Download unsigned Actives! contralz
O Dizable
{*} Enable
O Prompt

@ Iritialize and script Actives controls not marked as safe
O Dizable
{*} Enable

O Prompt
[ T =T Py Fp U [P N hd
1] T 3

— Reset custom settingz
j Rezet |
OF. I Cancel |

Reset to: I L

(5) Select Enable for all sub-options under Scripting

Security Settings ed E3

Settings:

Scripting :l
Active scripting

(O Disable

{*} Enable

{3 Prompt
Allow paste operations via script
(O Disable
{*} Enable
{3 Prompt
Scripting of Java applets

(O Disable
{*} Enable J

{3 Prompt
" I T T P S . x
1| | 3

—Reset cuskom settings

Reset ko; Ian
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(6) Ignore this step if you are using Sun JRE (refert to section 1.2).

If you are using Microsoft JVM (refert to section 1.2), under Microsoft VM - Java permissions,

select High Safety option, and click OK.

Secunty Settings EHE

Seftings:

@ Microzoft Wid
|:§3 Java permizsions

O Cusztam
O Dizable Java
& High zafety
O Low safety
O Medium safety

@ Miscelansous

@ Access data sources across domains

T

& Disable
O Enable
O Prompt
@ Dron't prompt for client certificate selection when no certil
s T i T S x
| | 3

— Reset custom settings

Bleset to; |Luw j Reset |
] I Cancel |

C. Advanced settings

(1) Select Tools = Internet Options = [Advanced] tab, under sub-section Browsing:

a. Uncheck Display a notification about every script error

Internet Options 2lxl

Generall Securityl F'rivacyl Cnntentl Eonnectiunsl Programsz Advanced

Seltings:
O Always expand ALT text for images :I
[ Maove spstem caret with focus/selection changes

Browsing

Always send URLs az UTF-3 [reguires restart]
Automatically check, for Intemet Explorer updates
Cloze unuzed folders in History and Favorites [requires restart)
[hzable zcript debuagging

[ Display a natification about every script errar

Enable folder view for FTP sites

Enable Install On Demand [Internet Explarer]

Enable Install On Demand [Dther)

Enable offine items to be synchronized on a schedule
Enable page tranzitions

[ Enable Persanalized Favarites Menu

Enable third-party browser extensions [requires restart)

[ Force offscreen compositing even under Terminal Server [reiilll
1| | 3

Bestore Defaults |

Ok I Cancel | Lpply
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b. Uncheck Show friendly http error messages
c. Uncheck Show friendly URLs

Internet Options 21|
Generall Secutit_l,ll Pli"v'ac_','l Euntentl Eunnectiunsl Programe  Advanced

Settings:

Enable folder wiew for FTP sites ﬂ
Enable Install On Demand [Internet Explarer)

Enable Install On Demand [Other)

Enable offine items to be synchronized on a schedule

Enable page hanzitions

[ Enable Perzonalized Favorites Menu

Enable third-party browser estensions [requires restart)

[ Force offscreen compositing even under Terminal Server (requi
O Matify when downloads complete

Reuse windows for launching shortcuts

O Show friendly HTTP emor meszages

O Show friendly URLs

Show Go button in Address bar

O Show Intemnet Explorer on the desktop

Underline links

& Always -
1| | 3
Restore Defaults |

] 8 I Cancel | Spply |

(2) Under Internet Options - Advanced

a. Check Use JRE <version#= under Java (Sun). (Refer to section 1.2 if you can’t
see this option)

b. If you have previously installed Microsoft JVM, uncheck all 3 options under
Microsoft VM.

Internet Options E| fgl

General | Security | Privacy | Content | Connections Programs| Advanced

Settings:

() Mewver ~
[ Use inline &utoComplste
Usze Passive FTP [for firewall and DSL modem compatibility]
Usze smooth scralling
&] HTTP 1.1 settings
Uze HTTP 1.1
[] Use HTTP 1.1 through proxy connections
|£ Java [Sun)
Use JRE 1.5.0_01 for <applet> [requires
@ Microzoft Wi
[] Java console enabled [requies restart)
[ Java logging enabled
[ JIT compiler for vitual machine enabled [requires restart]

88, Mulimedia
Enable Automatic Image Resizing
Enable Image Toolbar [requires restart] hd
< ¥
Bestore Defaults
Ok ] [ Cancel ] [ Apply ]
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NOTE: If you already have Microsoft JVM installed and prefer to continue with it, uncheck item(s)
under Java (Sun), and check 3 items under Microsoft VM, as shown below:

Internet Options 2|
Generall Securit}ll F'rivac:_l,ll D:untentl Connections | Programs  Advanced

Seftings:

IJze smooth scrolling |
HTTF 1.1 zettings
Use HTTP 1.1
O Usze HTTP 1.1 through prasp connections
fé Jawa [Sun)
[ UseJdava 2 v1.4.0for <applet: [requires restart]
[Ej Microzoft Wid
Java console enabled [requires restart)
Java logging enabled
JT compiler for wirtual maching enabled [requires restart)
W, Multimedia
[0 Don't dizplay online media content in the media bar
Enable Automatic Image Resizing
Enable Image Toolbar [requires restart)
Flay arimations in web pages

Flay zounds in web pages -
4| | 3
Bestare Defaults |

] I Caricel | Spply |

(3) Under Internet Options - Advanced - Security
a. Check and uncheck options as shown below

Internet Options 2=l
Generall Securit_l,ll F'rivac_l,ll Eontentl Connections | Programs  Advanced

Sethings:

{3 Just display the results in the main window ;I
& Just go to the most kel site
é Security
[ Check for publisher's cerificate revocation
[ Check far server certificate revocation [requires restart]
[ Check far signatures an downloaded programs
Do not zave encrppted pages to disk
Empty Temporary Intermet Files folder when browser iz closed
Enable Integrated Windows Authentication [requires restart)
Enable Profile Azzistant
Jze SSL 2.0
d=e SSL 3.0
ze TLS 1.0
O ‘wamn about invalid site certificates
[ warmn if changing between secure and not secure mode
| [ wamn if farms submittal is being redirected | -
4 ]

Bestore Defaults |

0k I Cancel | Apply |
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(4) [For Windows XP SP2 users only]
Under Internet Options > Advanced - Security, check following two options
a) Allow active content from CDs to run on My Computer
b) Allow active content to run in Files on My Computer

Internet O ptions @El

General | Security | Privacy | Content | Connections | Programs | Advanced

Seftings:

Allow active content fram CD's to run on My Computer
Allow active content to run in files on My Computer
i i i e iz irvealid

I<I<]y

L Check for publisher's cedificate revocation

Check, for server certificate revocation [requires restart)
Check, for gighatures on downloaded programs
Do not zave encrypted pages o digk
Ernpty Temparary Intermet Files falder when browser is closed
Enable Integrated windows Authentication [requires restart]
Enable Frofile sgsistant
Use S5L 2.0
Use S5L 3.0
Usze TLS 1.0
‘wharn about invalid site certificates
‘Warn if changing between secure and not secure mode b
< >

Restore Defaults

0, H Cancel ][ Apply ]

[KRKIKIKIR]S]

D. Pop-up (or Ad) blocker settings

It is recommended to install or enable a Pop-up Blocker for your browser. If it is enabled, the EFS
websites efs.com.sg and *.efs.com.sg should be exempted from being blocked (i.e. included in
the list of sites to allow pop-up windows).

The following procedure apply to Windows XP users. For other pop-up blocker software (such as
Yahoo! or Google toolbar) please refer to the corresponding Help file to exempt EFS websites.

(1) Under Internet Options — Privacy
b. Check Block pop-ups option and click Settings...
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Internet Options

General Securit_l,l| Frivacy |Content Connections | Programs || Advanced

Seftings
=8 =ettings, click the Default button.

Custom

- ddvanced or imported zettings

o To use the zlider to zet privacy level instead of using custom

I Sites. .

] [ Import... ] [Adganced... ] [ Default

Pop-up Blocker
@ Prevent mozt pop-up windows from appearing.

Settings...

[ ok

][ Canecel ][

Apply

2) Add EFS websites to the list of sites to allow pop-ups.

a.

b. Click Close

CrimsonLogic Pte Ltd

Pop-up Blocker Settings

Exceptions

Pop-ups are currently blocked. 'v'ou can allow pop-ups from specific
‘wieh sites by adding the site to the list below.

Address of Web site to allow:

| | fdd

Allowed sites:
*.efg.com.zg Remaove
efg.com.sg

Remove Al

Matifications and Filker Lewvel
Flay a sound when a pop-up iz blocked,
Shaow Infarmation Bar when a pop-up is blocked.

Filter Lewel:

| Medium: Block most automatic pop-ups

Pop-up Blocker FAQ

Cloze

3

Enter efs.com.sg and *.efs.com.sg to the textbox and click Add.
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(3) Click on Apply, then OK.

Internet Options

?IX)
General | Security | Privacy |D:|ntent Conkectiohs | Programs | advanced

Sethings

o To uze the slider ko set privacy level instead of uzing custam
=8 zettings, click the Default button,

Custom

- Advanced or imported settings

I Sitez... H Impart... ][Adganu:ed...][ Default

Fop-up Elocker
@ Prevent most pop-up windows from appearing.

Settings...

0k H Cancel ” Apply

)
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